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6
Social Networking Sites

Just in the span of my four college years, I am amazed at the difference between 
how my friends and I used social networking sites when I was a freshman and how 

everyone uses them now. We have a much higher level of maturity, and I believe our use 
will continue to evolve quickly.

—An undergraduate student

N icole Ellison’s Introduction (Chapter 
2) describes the fast-paced evolution and 
adoption of SNSs and how they are already 
ingrained into the daily communication 

practices of students. She argues that the 
next few years promise to be a time of 
much innovation, with much greater use 
and more varied uses for SNSs on campus. 

Key Findings
Fully 85.2% of respondents use one or more social networking sites (SNSs). The extent of SNS use has  ◆

increased dramatically in the past two years.
SNS usage differs considerably by age. Almost all respondents 18 and 19 years old use SNSs (95.1%), and  ◆

only 37.0% of those 30 years and older do so. The majority of 18- and 19-year-olds have more than 200 
SNS friends; the majority of those aged 30 and older have 25 or fewer SNS friends.
Facebook is the most commonly used SNS (89.3% of SNS users), with MySpace as second choice (48.3%  ◆

of SNS users). Traditional college-age respondents (18 to 24 years old) use Facebook more than MySpace; 
older respondents use MySpace more than Facebook.
About half of SNS users use just one SNS, have only one SNS profile, and participate in one to five groups  ◆

within SNSs. SNS profiles are fairly stable, with most respondents changing them monthly or less often.
The majority of SNS users (55.8%) spend 5 hours or less per week on SNSs, and 26.9% spend 6 to 10 hours  ◆

per week. Younger respondents report spending more time than older respondents.
Half of SNS users use these sites to communicate with classmates about course-related topics; only 5.5%  ◆

use them to communicate with instructors about course-related topics.
Fewer than one-third of SNS users report that they are very concerned or extremely concerned about misuse  ◆

of their information, security problems, cyberbullying or cyberstalking, or leaving a history that could cause 
them problems. Females and older respondents are generally more concerned.
Most students (87.4%) put access restrictions on their profiles. Younger respondents and females are most  ◆

likely to do so. Respondents who are more concerned about privacy and security problems are also more 
likely to restrict SNS access.
Most Net Generation SNS users (18 to 24 years old) reveal the following information on their profiles: e-mail  ◆

address or instant messaging (IM) screen name, last name, and full date of birth. Younger respondents are 
more likely to reveal personal information.
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SNS companies continue developing their 
products, SNS applications are growing, 
campus administrators are exploring ways to 
use SNSs, and faculty are experimenting with 
SNS tools to support learning. At the same 
time, students continue to seamlessly adopt 
and adapt these services to their lives. It is 
essential that higher education understand 
undergraduate SNS practices because these 
sites are fundamentally changing the social 
fabric of the university.

What do the ECAR data tell us about 
student SNS use? Immediately obvious is the 
widespread Facebook and (to a lesser extent) 
MySpace culture among undergraduates. Net 
Generation students are the most avid SNS 
users, but older students are joining the SNS 
user ranks as well. And despite speculation that 
SNSs have become all-consuming for students, 
it appears that most students have reason-
ably and moderately integrated SNSs into 
their already technology-rich lives. Students 
typically use just one or two SNSs and don’t 
change their profiles often. They are not very 
concerned about privacy and security issues, 
perhaps because their common practice is to 
place access restrictions on their SNS profiles. 
They participate in a limited number of SNS 
groups (one to five) and average about an hour 
a day using SNSs. And within this framework, 
they keep in touch with literally hundreds of 
widely dispersed friends—most of whom they 
have already met in person. At this point in 
the evolution of SNSs, communicating with 
classmates via an SNS is common; communi-
cating with instructors via an SNS is not. In fact, 
students expressed mixed, and often adamant, 
opinions about whether SNSs should be used 
as part of their formal learning.

Chapter 6 presents the full ECAR findings 
about students and SNSs, including

who uses SNSs, ◆

which SNSs students use and for what  ◆

purposes,
how much time students spend online  ◆

at SNSs,

students’ concerns about security and  ◆

privacy,
personal information that students  ◆

reveal on SNSs, and
restrictions students place on SNS  ◆

profiles.

Who Uses SNSs?
Fully 85.2% of respondents report using 

one or more SNSs. More than half (56.8%) 
report using SNSs daily, and another 22.7% 
report using them weekly or several times per 
week. As expected, student age is the most 
powerful predictor as to whether a respon-
dent uses SNSs (see Figure 6-1). Other demo-
graphic information ECAR collects—gender, 
on-campus versus off-campus residence, part-
time versus full-time status, class standing, 
and student major—do not show meaningful 
differences once age is considered, and the 
same holds true for the institutional charac-
teristics of Carnegie classification, institution 
size, and public versus private status.

For the past three years, ECAR has also 
kept longitudinal data about some SNS usage. 
Figure 6-2 shows that from the 2006 survey 
to the 2008 survey, an elapsed time of just 
two years, the 44 institutions that participated 
in all three years’ surveys had a decrease in 
respondents who never use SNSs, from 25.2% 
to 11.2%. But the biggest change is in how 
many respondents now use an SNS on a 
daily basis, increasing from about one-third 
in 2006 to almost two-thirds in 2008. The 
bottom line is, SNS usage has increased, and 
dramatically so.

To what extent will growth of SNS usage 
continue? In 2007, e-Marketer reported that 
37% of all Internet users aged 18 and older 
(or 72 million people) used SNSs at least once 
a month and that 70% of all U.S. teens (12 to 
17 years old) did so. They further estimate that 
SNS usage will continue to increase in 2008, 
with nearly 44% of adult Internet users and 
77% of teen Internet users predicted to visit 
an SNS at least once a month.1
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The remaining sections in this chap-
ter present analytical findings for just  
the 85.2% of the full respondent popu-

lation who do use SNSs (N = 22,207). 
Percentages and means are based on this 
subpopulation.

*Data are based on student responses from the 44 institutions that participated in each of 
the 2006, 2007, and 2008 studies. Although the institutions remain the same, the actual 
students responding are different each year.
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Which SNSs Are Used?
SNSs are extremely popular among under-

graduates, and Facebook, with its origin in 
higher education, is clearly the SNS of choice. 
Of the 85.2% of respondents who use SNSs, 
9 out of 10 use Facebook (see Table 6-1). 
The ECAR data suggest that there are no 
significant gender differences in the use of 
the SNSs listed in the survey, with one excep-
tion: Females are slightly more likely to use 
MySpace (51.9%) than males (42.2%). Eszter 
Hargittai, in a recent study of college students 
at the University of Illinois, also found that 
female college students were more likely to 
use MySpace but that there were not signifi-
cant differences between men and women for 
use of Facebook, Xanga, or Friendster.2

ECAR’s data show that slightly fewer than 
half of respondents use MySpace (48.3%). 
This is well below the figure reported by 
other sources for SNS use across all age 
groups, suggesting that college students 
have distinctive SNS usage patterns. Hitwise, 
an online usage research firm, reports that 
MySpace is still by far the most popular SNS 
among U.S. users, accounting for 72.7% of 
all U.S. SNS visits for May 2008. Facebook 
ranks second with just 16.2% of visits.3 
Josh Weil, cofounder and partner at Youth 
Trends, says that “MySpace never really 
stuck with the college crowd—it was (and 

still is) popular with teens and popular with 
twenty-somethings, but not among the 18- to 
24-year-olds.”4 Indeed, traditional-age under-
graduates participating in the focus groups 
indicated they associate MySpace with high 
school. One student noted, “I use MySpace 
for communicating with old high school 
friends and Facebook for my current college 
friends.” Another admitted, “I didn’t know 
about MySpace until my old friends from high 
school harassed me into joining.” And at the 
other end of the Net Generation age range, 
among our respondents who were aged 25 
and older, 72.7% reported using MySpace, 
greater than the rate of Facebook use and 
close to the Hitwise finding.

Even controlling for age, use of Facebook 
and MySpace differs significantly on the basis 
of Carnegie classification. At doctoral, bach-
elor’s, and master’s institutions, respondents 
use Facebook (92.5%) more than MySpace 
(45.2%); the reverse is true at associate’s 
institutions, where only 58.6% use Facebook 
and 81.5% use MySpace. This may reflect 
institutional culture, or possibly varying 
student demographics at these institutions. 
For example, Hargittai also found that 
Hispanic undergraduates are more likely than 
white/Caucasian students to use MySpace, 
and that Asian or Asian American students 
are less likely to use MySpace and more 

Table 6-1. Social Networking Site Users’ Choices of Sites

Social Networking 
Site

18–19 Years  
(N = 8,705)

20–24 Years  
(N = 10,929)

25–29 Years  
(N = 1,381)

30 Years  
and Older  
(N = 1,192)

All Users  
(N = 22,207)

Facebook 95.5% 92.9% 60.6% 44.9% 89.3%

MySpace 44.0% 45.1% 79.5% 73.2% 48.3%

Other 8.2% 7.8% 13.7% 17.6% 8.9%

Yahoo! 360 2.3% 1.9% 6.6% 12.2% 2.9%

Windows Live Space 3.0% 2.0% 3.5% 5.1% 2.6%

Linkedln 0.4% 3.1% 5.0% 9.7% 2.5%

Friendster 0.9% 1.5% 4.3% 3.7% 1.5%

Bebo 1.2% 0.9% 0.7% 1.6% 1.0%

Sconex 0.2% 0.1% 0.1% 0.0% 0.1%
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likely to use Xanga and Friendster. Further, 
students whose parents have lower levels 
of schooling are more likely to be MySpace 
users, whereas students whose parents have 
higher levels of education are more likely to 
be Facebook users.5

The less popular SNSs in Table 6-1 are more 
often used by older students. Seniors (4.1%), 
closer to entering the workforce, make more 
use of LinkedIn than do freshmen (0.5%). In 
fact, a survey by the Institute for Corporate 
Productivity found that professionals most 
often used LinkedIn, followed by Yahoo! 
360 and MySpace.6 Also, given the growing 
number of SNSs available, it makes sense that 
8.9% of respondents say they use an SNS 
“other” than those specifically identified in 
the ECAR list.

Profiles, Friends, and 
Groups

Table 6-2 suggests that students generally 
focus their SNS activities on a limited number 
of sites. In fact, almost all SNS users frequent 
just one or two sites (91.3%). And of those 
who say they use exactly two SNSs, 88.1% 
report that these sites are Facebook and 
MySpace. Age does not seem to be a major 
factor in how many SNSs a respondent uses, 
although those who use three or more SNSs 
are somewhat more likely to be older respon-
dents. Perhaps younger respondents have 
little reason to extend use beyond Facebook 
and MySpace, whereas older students benefit 
by adding a more specialized SNS such as 
LinkedIn for professional reasons.

To what extent do students use the most 
basic features of SNSs—profiles, friends, and 
groups? With respect to SNS profiles, the data 
suggest that the most common practice is to 
maintain one profile per SNS; for 4 out of 5 
SNS users (80.6%), the number of profiles 
they report having is the same as the number 
of sites they report using.7 Only 11.2% of 
respondents say they have more profiles than 
the number of SNSs they use. Interestingly, 

respondents 25 years and older have stronger 
representation at the extremes, either having 
no profiles or having three or more profiles. 
This aligns with the earlier finding that older 
students are somewhat more likely to use 
more sites.

SNS friends are an entirely different 
matter. Almost 3 in 10 respondents (28.4%) 
say they have more than 300 SNS friends, 
and another 43.1% have 101 to 300 friends. 
Social networking researchers Nicole Ellison, 
Charles Steinfield, and Cliff Lampe report 
that having SNS friends facilitates creating 
and maintaining a large number of “weak 
ties”—people we are not particularly close 
to, such as friends of friends. They further 
suggest that keeping these “weak ties” (on 
Facebook) may be associated with higher 
levels of bridging social capital, which encom-
passes practical benefits such as receiving 
new information, ideas, and opportunities.8 
Younger students appear much more facile 
in this regard. Among our respondents, half 
of Net Generation SNS users (18 to 24 years 
old) report having more than 200 friends; half 
of SNS users 30 years old and older report 
having 25 or fewer friends on SNSs.

Active participation in SNS groups that help 
people with shared interests keep in touch is 
associated with age among our respondents, 
though not as dramatically as SNS use itself. 
Overall, about 45% of respondents in every age 
group actively participate in one to five groups. 
Younger students are more likely to participate 
in more than five groups, and older students 
are more likely to participate in no groups at all. 
Not surprisingly, respondents with more friends 
participate in more groups. Of respondents with 
25 or fewer SNS friends, only 5.8% participate 
in more than five groups; of respondents with 
more than 300 SNS friends, 38.0% participate 
in more than five groups. Student comments 
mentioned using SNSs for a diverse set of group 
activities. One student said, “SNSs have become 
measurably more important for my activist 
groups during my college career.”
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Once created, SNS profiles appear to be 
fairly stable. Most respondents (80.7%) indi-
cate that they change an SNS profile monthly 
or less often (see Figure 6-3). About one in five 
respondents change an SNS profile weekly or 
more often (19.4%). Here again, age matters, 
even within the Net Generation: 27.4% of 18- 
and 19-year-olds change their profiles weekly 
or more often, compared with 15.3% of those 
just a bit older (20 to 24 years old).

How SNSs Are Used
For ECAR survey respondents, a primary 

use of SNSs is communicating and sharing 
with friends. Of the 13 uses ECAR asked about 

(see Figure 6-4), virtually all respondents 
report using SNSs to stay in touch with friends; 
two-thirds report using SNSs to share photos, 
music, and other works (females more so than 
males); and about half report using SNSs to 
invite friends to events and as a way to find 
out more about people. This distribution of 
responses is consistent with both focus group 
and written comments from students. About 
15% of written comments mentioned SNSs, 
and three common themes emerged about 
the benefits of SNSs: enabling people to stay 
in touch, facilitating meeting new people, and 
providing a vehicle for getting noticed. (The 
sidebar “SNSs: Students’ Choice for Getting 

Table 6-2. Social Networking Site Users’ Profiles, Friends, and Groups

18–19 Years  
(N = 8,619) 

20–24 Years 
(N = 10,828)

25–29 Years 
(N = 1,372)

30 Years  
and Older  
(N = 1,182)

All Users  
(N = 22,021)

Number of Social Networking Sites Used (from list in Table 6-1) 

One 53.7% 53.6% 43.9% 52.2% 52.9%

Two 38.4% 38.7% 41.5% 32.0% 38.4%

Three or more 7.9% 7.7% 14.9% 15.8% 8.6%

Number of Profiles

None 0.5% 0.4% 1.2% 2.2% 0.6%

One 54.1% 53.9% 42.8% 48.2% 53.0%

Two 35.4% 35.2% 35.4% 27.0% 34.9%

Three 5.3% 5.9% 8.6% 9.6% 6.0%

Four or more 4.7% 4.6% 12.0% 12.9% 5.6%

Number of Friends 

25 or fewer 2.6% 4.1% 22.2% 51.9% 7.2%

26–100 17.5% 20.4% 42.0% 33.8% 21.4%

101–200 26.7% 24.9% 19.1% 7.0% 24.3%

201–300 21.7% 19.5% 8.2% 3.1% 18.8%

More than 300 31.5% 31.1% 8.4% 4.1% 28.4%

Number of Groups Where Respondents Actively Participate 

None 21.2% 30.3% 44.0% 43.2% 28.3%

1–5 46.7% 44.8% 44.2% 45.6% 45.5%

6–10 14.5% 12.0% 7.5% 6.8% 12.4%

11–20 7.0% 5.6% 2.0% 2.3% 5.8%

21–30 5.2% 3.6% 1.4% 0.6% 4.0%

More than 30 5.3% 3.6% 0.9% 1.5% 4.1%
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and Staying in Touch” provides example 
comments.) Precollege students, as well, show 
similar usage. In a 2007 Pew study, 91% of 

teens reported using SNSs for staying in touch 
with people they already know as friends 
and see a lot, and 82% reported staying in 
touch with friends they know but rarely see 
in person.9

SNSs do not seem to be so much about 
making friends of people students have never 
met in person (16.8%) or about finding 
someone to date (4.9%). Males are more 
likely to use SNSs to find someone to date 
(8.2%) than females (3.0%). Other research 
supports this finding. Ellison, Steinfield, and 
Lampe report that users are significantly more 
likely to report using Facebook to connect 
with others with whom they share an existing 
offline connection—either an existing friend, 
a classmate, someone living near them, or 
someone they met socially—than to use the 
site to meet new people.10

Table 6-3 illustrates that, as with SNS 
use itself and participation in groups, age is 
the driving factor in the way SNSs are used. 
Younger respondents are significantly more 
engaged in the six most common SNS uses 
(from the ECAR list in Figure 6-4). The less 
common SNS uses show similar use patterns 
across age groups. The one exception is using 
SNSs for professional activities, which occurs 
more often for older respondents. Older 
respondents (aged 25 and older) are also 
much more likely to use the SNS LinkedIn 
(14.7%) than younger respondents (3.5%).

Perhaps most interesting to colleges and 
universities is the finding that half of SNS 
respondents (49.7%) have integrated SNSs 
into their academic life as a mechanism to 
communicate with classmates about course-
related topics, a finding consistent with the 
research reported in the study Introduction. 
As one student sums up, “I find Facebook to 
be helpful in talking about difficult home-
work assignments with classmates. It’s fast, 
convenient, and offers privacy.” Females are 
more likely to communicate with classmates 
about course-related topics (54.8%) than 
males (41.1%).

SNSs: Students’ Choice for 
Getting and Staying in Touch

“ It’s free! It’s so easy to send something to  ◆

someone far away. My friends are on it. I talk 
to people abroad. It’s an easy way to keep in 
contact with friends.”

“ I used to be in the military. I use MySpace  ◆

for keeping track of friends from all over the 
country. Their phone numbers and addresses 
change, but with MySpace they are always 
there. Also, others can find me.”

“ Facebook has been a great way to connect with  ◆

old and new friends across the world in ways I 
had never imagined possible.”

“ Reuniting with old friends, maintaining  ◆

long-distance friendships, and sharing 
photos are greatly facilitated by social 
networking sites.”

“ I love Facebook. It ’s very useful. I am  ◆

copresident of a club, and I use it daily to 
send messages, notifications, or event pages 
to members.”

“ I can hardly remember when Facebook didn’t  ◆

exist. It would be very hard to adjust if it were 
to disappear. It is useful to keep in touch with 
my family back home, communicate about 
course work, and share photos.”

“ My aunt sent me birthday greetings on  ◆

e-mail and on Facebook. I got the Facebook 
greeting first.”

“ I use Facebook primarily as a directory to look  ◆

up useful information about people I’m trying 
to contact, or quite often just to remember 
someone’s name.”

“ I use social networking websites to gain popu- ◆

larity in the cyberworld. It’s a great way to meet 
new people and have them become your fans 
and to get comments, tips, ideas, etc., about 
what you are doing.”
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Only 5.5%, however, extend their use of 
SNSs to communication with instructors about 
course-related matters. This corroborates 
both survey and focus group comments from 
students, which often carry a message that 
SNSs should remain in the realm of students’ 
personal lives. One student stated emphati-
cally, “Social networking websites are exactly 
that: social networking websites. If a professor 
ever tried to use Facebook or MySpace as a 
means to give class materials or for anything 
other than social networking with students, 
I’d file an official complaint. Please do not 
even attempt to use Facebook or MySpace as 
teaching tools. This would end in disaster.”

On the other hand, a number of students 
were positive about instructor involvement in 
SNSs. One example was, “I think it would be 
a great idea for professors to create groups 
their students could join on sites such as 
Facebook. It would be great for discussions.” 

Another student’s comment hints that partic-
ipation by teaching assistants might feel like 
less of an intrusion than that by professors: 
“Facebook keeps me in touch with my TAs 
and people from my classes. This makes it 
easier to get things cleared up and questions 
answered, as far as class work goes. Plus it 
is just really fun.”

The data show two other interesting char-
acteristics about those who do engage SNSs 
to communicate with instructors:

They are more likely to use SNSs for  ◆

professional activities (37.9%) than 
others (10.1%).
They are more likely to already commu- ◆

nicate with classmates about course-
related topics (89.6%) than others 
(47.4%).

This suggests that as increasing numbers 
of SNS users become comfortable with and 
practiced in using SNSs to communicate with 

Table 6-3. How Social Networking Sites Are Used, by Age (N = 22,207)

18–19 Years  
(N = 8,705)

20–24 Years  
(N = 10,929)

25–29 Years  
(N = 1,381)

30 Years  
and Older  
(N = 1,192)

All Users 
(N = 22,207)

Older Students Do More Than Younger Students

For professional activities (job networking, etc.) 7.4% 12.8% 16.5% 25.3% 11.6%

Older and Younger Students Do about the Same

Make new friends I have never met in person 20.8% 12.8% 19.6% 20.5% 16.8%

As a forum to express my opinions and views 17.5% 15.1% 18.2% 19.0% 16.4%

Communicate with instructors about course-
related topics

5.9% 4.5% 5.9% 11.5% 5.5%

Find someone to date 4.9% 4.5% 6.3% 6.2% 4.9%

Respond to site advertisements 2.1% 2.1% 2.2% 3.4% 2.1%

Younger Students Do More Than Older Students

Stay in touch with friends 98.3% 97.2% 95.6% 83.1% 96.8%

Share photos, music, videos, or other work 72.1% 67.9% 56.6% 46.0% 67.7%

Communicate with classmates about course-
related topics

60.4% 47.1% 25.2% 22.9% 49.7%

Find out more about people (I may or may not 
have met)

56.2% 52.6% 35.8% 27.9% 51.6%

Plan or invite people to events 51.6% 51.2% 28.0% 16.6% 48.0%

Participate in special-interest groups 31.9% 25.6% 18.4% 19.5% 27.3%
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classmates about course-related topics or in 
a professional context, communicating with 
instructors about course-related topics via 
SNSs may increase.

Hours on SNSs
When ECAR interviewed students in focus 

groups in 2007, students often said that they 
spent a lot of time on SNSs when they should 
be studying or doing other things. So, when 
students were asked in this year’s study how 
many hours they spent on SNSs, ECAR expected 
more hours of use than were reported. More 
than half (55.8%) report spending only 5 hours 
or less per week on all SNSs used (see Table 
6-4). Another quarter of respondents (26.9%) 
spend 6 to 10 hours per week. The average is 7.3 
hours per week, roughly an hour a day, and the 
median is 5 hours per week.11 A 2007 Michigan 
State University study reported comparable find-
ings, with students spending an average of 7.4 
hours per week using Facebook, an increase of 
about an hour per week from the time spent 
a year earlier.12

At the extreme, there is a group of SNS 
users (2.0%) who indicate spending more than 
30 hours per week on SNSs, with females as 
likely to do so as males. Some of this extreme 
use may be due to respondents’ having SNSs 

open in the background and considering that 
to be active use of the site. Again, younger 
students are the most avid users of SNSs, even 
within the Net Generation. Although 26.1% 
of 18- and 19-year-olds spend more than 10 
hours per week on SNSs, only 12.1% of those 
just a bit older (20 to 24 years old) do so.

Again this year, students in focus groups and 
in survey comments spoke to the time-consuming 
nature of SNSs. A junior music education major 
explained, “I used to check these sites a million 
times a day. Now I try and limit myself to four 
hours/week on MySpace and seven hours/
week on Facebook.” A female sophomore 
complained, “I should be majoring in procrasti-
nation. Facebook is a great procrastination tool. 
It’s always up.” And jokingly, another student 
quipped, “Facebook is taking over people’s lives 
and should be taken off the Internet, ha ha.”

Those who spend more time online 
using SNSs show greater use of SNSs in 
specific areas:

They have more friends and participate  ◆

in more groups on SNSs.
They change their SNS profiles more  ◆

often.
They report more SNS uses. ◆

They are more likely to reveal their  ◆

e-mail address or IM screen name.

Table 6-4. Hours per Week Using Social Networking Sites

18–19 Years  
(N = 7,814)

20–24 Years  
(N = 9,902)

25–29 Years  
(N = 1,241)

30 Years  
and Older  

(N = 1,076)
All Users  

(N = 20,033)

5 hours or less 42.5% 62.3% 70.2% 74.7% 55.8%

6–10 hours 31.4% 25.6% 18.4% 16.7% 26.9%

11–15 hours 10.6% 6.1% 5.3% 4.3% 7.7%

16–20 hours 6.7% 3.0% 2.4% 1.9% 4.4%

21–25 hours 3.0% 1.3% 1.2% 1.1% 1.9%

26–30 hours 2.4% 0.6% 1.2% 0.7% 1.3%

31–35 hours 0.5% 0.2% 0.2% 0.1% 0.3%

36–40 hours 1.0% 0.5% 0.5% 0.2% 0.7%

More than 40 hours 1.9% 0.4% 0.6% 0.4% 1.0%



EDUCAUSE CENTER FOR APPLIED RESEARCH 91

Students and Information Technology, 2008 ECAR Research Study 8, 2008

Disclosing and 
Protecting Personal 
Information

Much attention, from both the popular 
press and researchers, has focused on 
concerns about teen and undergraduate 
safety on the Internet in general and on SNSs 
in particular. SNS privacy problems can stem 
from the interplay between three factors: 
what personally identifiable data SNS users 
reveal, what SNS protection capabilities are 
provided (and used), and what specific end-
user information on the SNS third parties 
are seeking out and using. Specifically, 
are students consciously or unconsciously 
allowing people they do not know and 
normally would not trust to have access to 
the personal information they have made 
available, and if so, is this information being 
used in a harmful or unexpected way?13 In 
fact, there are many documented cases of 
SNS access by employers, law enforcement, 
the media, university officials, marketing 
organizations, and others, resulting in diffi-
culties for students who revealed information 
without considering the consequences.14

The ECAR survey addresses these key 
issues, asking student SNS users what personal 
information they reveal on SNSs, what access 
limitations they place on SNS profiles, and to 
what extent they are concerned about privacy 
and security.

Personal Information Revealed
Figure 6-5 shows types of personal 

information revealed on SNSs.15 I t  is 
common for all age groups to include their 
first name and personal photos. However, 
there is a striking difference in choices 
made by Net Generation respondents 
versus older respondents when it comes to 
posting other personal information. Among 
SNS users 18 to 24 years old, about 80% 
reveal their last name or how they can 
be reached (e-mail address or IM screen 
name). Among SNS users more than 24 

years old, only half or fewer do so. More 
than half of Net Generation respondents 
reveal full date of birth, and again, very 
few older students do so. And 21.1% of 
Net Generation respondents (aged 18 to 
24) reveal their mobile cell phone number. 
Evidently the line is somewhat drawn, even 
for the Net Generation, at revealing address 
or home phone number. Still, about 1 in 
11 respondents in this younger age group 
does so.

Are there gender differences in what 
personal information students choose to 
put on SNSs? Figure 6-6 indicates that, for 
the most part, male and female patterns of 
behavior are similar. Females do, however, 
indicate more caution about revealing infor-
mation that identifies them directly—last 
name, cell phone number, and address or 
home phone number. One finding from the 
Pew study on teens, privacy, and online social 
networks provides a clue about attitudes 
that may be found among incoming college 
students. Pew focus group data found that 
teens consistently say that the decisions they 
make about disclosing personal information 
on SNSs depend heavily on the context of 
the exchange. For example, whether or not 
the city where they live would be disclosed 
depends on the size of the city (for example, 
small town versus a large metropolitan 
area).16 An undergraduate respondent to our 
survey claimed, “It is up to each person to 
decide what information is appropriate to 
display to viewers around the world. I think 
there is no need to include age, full name, 
or address.”

Privacy and Security Concerns
Overall, SNS users do not appear overly 

concerned about privacy and security issues. 
Figure 6-7 shows the actual distribution of 
responses to the ECAR questions on these 
issues, and Table 6-5 shows the means 
and related age and gender factors. The 
mean values for these four concerns are 



92 

Students and Information Technology, 2008 ECAR Research Study 8, 2008

between “a little concerned” and “moderately 
concerned.” The most concern is for misuse of 
personal information and security problems, 
where about half of respondents are at least 
moderately concerned.

Why this general lack of concern? One 
possibility is that many students may not 
be aware of the actual audience viewing 

their information. One student pointed this 
out, saying, “Students who say they are not 
concerned are just unaware of the privacy 
risks inherent in social networking sites.” 
Alternatively, since SNSs have capabilities 
for protecting personal information, it is 
likely that respondents who do actively 
place restrictions and/or who take care 

2.8

6.3

8.6

3.0

16.8

15.2

35.2

51.3

65.4

76.1

4.9

12.2

11.5

8.0

29.3

30.6

45.6

50.8

81.4

87.4

10.8

14.0

17.9

22.2

42.1

61.8

80.2

78.4

87.7

96.2

7.0

12.1

16.7

19.6

33.0

57.2

81.3

81.8

91.1

97.0

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Address or home
 phone number

Spring break/
holiday plans

Class information/
schedule

Cell phone
number

Work place

Full date
 of birth

Last name

E-mail address or
 IM screen name

Photos

First name

Percentage of Students

18–19 years (N = 8,705)
20–24 years (N = 10,929)
25–29 years (N = 1,381)
30 years and older (N = 1,192)

Figure 6-5. 
What Students 

Reveal about 
Themselves 

on Social 
Networking 

Sites, by Age



EDUCAUSE CENTER FOR APPLIED RESEARCH 93

Students and Information Technology, 2008 ECAR Research Study 8, 2008

in what they put on SNSs factor that into 
their answers and express less concern. One 
student explained, “There can be negative 
consequences to social networking—but this 
is fixed quickly through privacy settings.”

Overall, the issues that arouse the most 
concern—although still less than moderate 
concern on average—are the potential 
misuse of personal information and security 
problems on SNSs, such as exposure to files 
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carrying viruses. Older respondents report 
more concern: Although only one-fifth 
(20.7%) of SNS users 18 and 19 years old are 
very or extremely concerned about misuse of 
personal information, more than twice that 
number (44.9%) of those 30 years old and 
older are very or extremely concerned. It’s 
possible that older students are more knowl-
edgeable about potential privacy risks and, 
having more job and family responsibilities, are 
more reluctant to reveal personal information 
that might cause conflicts.

It might be expected that seniors, closer 
to beginning their careers than are freshmen, 
would be more concerned about leaving 
a history that could compromise their job 
search. However, this does not appear to 
be the case; all age groups show concern 
about midway between “a little concerned” 
and “moderately concerned.” Nor did we 
find differences by gender. A wide range 
of comments indicated how students are 
thinking about and dealing with this issue. 
Some suggest that the apparent unconcern 
reflects a sense that dangers exist but that 
SNS participants have enough control to 
minimize them. “I am not at all worried 
about misuse of information or how it might 
impact my future,” one respondent wrote. 
“I don’t befriend strangers, I can tell when 
profiles might be malevolent, and I don’t post 
anything on any of my profiles that might 
be harmful in getting a job in the future.” 

Taking a less restrained but still somewhat 
risk-aware approach, one senior commented, 
“I worry about future employers seeing my 
Facebook stuff. I will remove my stuff before I 
graduate.” Other comments noted opportuni-
ties as well as risks at the interface between 
social networking and professional life. “A 
few years ago I applied for a job to work as 
a digital editor,” one student wrote, “and 
the social networking site I was using at the 
time helped me gain notice of the work I am 
capable of doing. In the end, it really helped 
influence the employer to hire me.”

Respondents are least concerned with 
cyberbullying or cyberstalking. However, more 
females (44.3%) than males (27.7%) say they 
are at least moderately concerned. One female 
student reflected, “Facebook has become a 
way to stalk people. People I do not know 
are viewing my information.” Another noted, 
“I don’t use social networking because I am 
afraid my pictures or images can be altered 
in a bad way, especially sexually. You don’t 
know who is out there.” But other comments 
emphasized the same theme that appeared in 
some comments about job searches: Students 
understand and are comfortable with the 
risks. One student said, “I use a lot of the 
social networking sites. I have had many, 
many, many lectures on cyberstalking and 
what not to post about myself on the Internet. 
I think that students are smarter than older 
people give us credit for.”

Table 6-5. Social Networking Site Users’ Concerns about Privacy and Security (Mean Values)

Concern  N Mean*
Std. 

Deviation
More Concerned  
(Age and Gender)

Security problems (exposure to 
files with viruses, etc.)

21,944 2.78 1.299 Older students/females

Misuse of my information 21,936 2.74 1.201 Older students 

Leaving a history that could 
cause me problems (such as 
when applying for a job)

21,917 2.60 1.408 –

Cyberbullying or cyberstalking 21,754 2.30 1.338 Females

*Scale: 1 = not at all concerned, 2 = a little concerned, 3 = moderately concerned, 4 = very concerned, 
5 = extremely concerned
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Females are also more concerned about 
security problems such as exposure to files 
with viruses. This makes sense, given our 
earlier findings that females are much less 
comfortable with their computer maintenance 
skills than are males.

Restricting Access to SNS 
Profiles

Students may be willing to post personal 
information on SNSs in part because they are 
confident about and use SNS access-limiting 
capabilities to ensure their privacy and protec-
tion. Figure 6-8 indicates that most respon-
dents using SNSs do put restrictions on who 
can access their profiles (87.4%), and nearly 
half (45.4%) say they put a lot of restrictions 
on their profiles. Females are more likely to 
place restrictions, and to place more restric-
tions, than males.

The data again suggest a difference 
between younger and older students (see 
Figure 6-9) in the way they handle SNS risk: 
Younger respondents reveal more but are more 
restrictive about access, whereas older respon-
dents reveal less but are not as restrictive. It 
may be that younger SNS users have more 
trust in restrictions, or they may simply know 

more about them than older students. In fact, 
many undergraduates now come to college 
already versed in using SNS profile restrictions. 
A freshman said, “I don’t talk to anyone I don’t 
know on these sites. I have a name but no 
picture. If I don’t know you, I treat it as spam. 
I limit who gets to know what about me.”

The 2007 Pew study found that among 
SNS teen users, 66% limit access in some way. 
However, the study also found that although 
most teens take steps to limit what others can 
know about them from SNS profiles, many 
also acknowledge the power of the Internet 
to track down individuals. Some 23% of teen 
profile creators say it would be “pretty easy” 
for someone to find out who they are from 
their profile information, and 40% think it 
would be hard to find out who they are but 
that they could eventually be identified.17

Older respondents, as shown previously 
in Figure 6-5, put less personal information 
on the SNS in the first place, perhaps to limit 
exposure, and so may perceive less need for 
SNS profile restrictions. (It’s also worth noting 
again that older students are less likely to 
use SNSs at all.) Many students use a mix—
restricting access and consciously choosing 
what to put on their profiles.
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How are these three aspects of SNSs—
personal information revealed, concerns about 
privacy and security, and profile restrictions—
related? The strongest finding is that respon-
dents who are more concerned about privacy 
and security are much more likely to place 
restrictions on their SNS profiles (see Figure 
6-10). These SNS users are also somewhat 
more likely to reveal less personal information 
on SNSs. This suggests that understanding 
risks and consequences of security and privacy 
exposure, along with understanding methods 
for protecting personal information, can help 
students decide what information they reveal 
and/or protect.

Reasons for 
Nonparticipation in 
SNSs

ECAR asked the 14.8% of respondents 
who do not use SNSs why they don’t partici-
pate. Are respondents staying away from SNSs 
because they simply don’t wish to partici-
pate, or are perceived security and privacy 
exposures driving them away? ECAR found 
more evidence for the former than the latter: 
Two-thirds of these respondents say that 

one of their top three reasons for not using 
SNSs is that they are just not interested, and 
two-fifths say they don’t like SNSs, whereas 
security and privacy concerns were less 
frequently chosen (see Figure 6-11). Typical 
comments include

“Substituting e-friends for real friends  ◆

is not only sad, it’s counterproductive 
to living a healthy normal life.”
“Social networking websites are abhor- ◆

rent. While I like the idea of ‘a world 
community,’ humanity has a lot of 
maturing to do before any of these 
sites can ever work as positively as 
intended.”
“Social networking sites are a bore,  ◆

and I feel my time is better spent off 
these sites.”

However, a significant number of respon-
dents do point to security concerns (19.0%) 
and privacy concerns (34.6%), and some of 
these respondents might choose to use SNSs 
if they perceived privacy and security problems 
as remedied or if they were more knowledge-
able about how to use privacy settings. One 
student commented, “I have chosen not to 
participate in social networking websites. I am 
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aware that employers search such websites 
when reviewing prospective employees. And 
I do not want to spend my time policing links 
to my profile that others may have added that 
might affect me negatively.”
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