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Why LDAP lookup?

• Allows HawkID authentication

– No need to keep track of an extra account

– Enables activity logging– Enables activity logging

– Enables group access & privilege control



Preparation

• Access to Active Directory tools

• Proper permissions to create and manage AD 

users and groups

• Create:• Create:

– Casper service account

– Casper privilege groups (admin, deploy…)

• Know:

– Distinguished names of account, groups



LDAP Stuff

• More of an LDAP patch than an Active 

Directory integration

– Several weaknesses

• Create account and groups

– Microsoft Remote Server Administration Tools

• Look up DN for service account

– Apache Directory Studio



Casper Connection Settings



Casper Search & Mappings - Users



Casper Search & Mappings - Groups



Add Users & Groups – with a catch

• Users must be in the same AD OU

• Probably not an issue for single departments


